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MonuTuka uHchbopmaLmoHHo 6e30nacHOCTU ONpeaenseT OCHOBb! CETEBON MOMUTUKY U
MHMOPMALIMOHHOW KOMIMBIOTEPHOM 6e3onacHOCTH, NOPSA0K AOCTYNA U NpaBuna paGoTsi
rnonb3oBaTerieil NepcoHanbHbIX KOMMLIOTEPOB C PEcypcamMu NOKanbHOW ceTn 1
rnobarsbHoM KoMMbloTepHol ceTu MIHTepHeT B harmonyamed.by (OO0 "I"apmoHus
Men”) (nanee — opraHusauus).

Hacrosuwasn Monutyka paspaboTaHa B COOTBETCTBMM CO CNEAYIOLLUMY HOPMATVBHBLIMU
NPaBOBbIMU U UHBIMU aKTamu:

3akoHom Pecnybnuku Benapyck ot 10 Hosi6ps 2008 r. No 455-3 «O6 nHdopmaLmu,
nHpopMaTU3aLUU U 3aLLUTE UHADOPMALIUAY;

3akoHowm Pecrniybnuku Benapyck ot 7 mas 2021 1. No 99-3 «O 3awure nepcoHarnbHbIX
OaHHbBIXY;

MprikasoM onepaTuBHO-aHanuUTU4eckoro LeHTpa npu MpesuperTte Pecny6nvku
Benapycb ot 20 despans 2020 r. No 66 «O mepax no peanuaaumu Ykasa MNpesugeHTa
Pecnybnuku Benapyck ot 9 aekabps 2019 r. No 449»;

MpUKa3oM orepaTuBHO-aHaNUTUYECKoro LeHTpa npu MNpesugeHTe Pecnybnuku
benapyck oT 12 Hos6ps 2021 r. No 195 «O TexHu4ecKom 1 KpunTorpadpuyeckol
3auMTe nepcoHanbHbIX JaHHbIX».

MABA 1 OBLLUUE NONOXEHUA

1.1. Cucrema nHdopmaLMoHHon 6e3onacHOCTK Kak opraHM3oBaHHas COBOKyI'lHOCTb
crneumarnbsHbIX CPeacTB, MEPONPUATUN, NPpeaHasHaueHa ans:

MPOrHO3UPOBaHUA, CBOEBPEMEHHOIO BbISIBIIEHUS U YCTPAHEHUS YIPO3
NpodeCcCcUoHanbHO 3Ha4YMMbIM pecypcamM U UHOPMALIMOHHBIM CUCTEMaM opraHu3aLnm
Ha OCHOBE MPaBOBbLIX, OPraHU3AUUOHHBIX U UHXEHEPHO-TEXHUYECKUX Mep, a TakxKe
cpencts obecneveHuUss 3aLuUThl;

MUHUMU3ALMMK YiILepBa U ONePaTUBHOIO BOCCTAHOBIIEHUSA NPOrpaMMHbIX U anrapartHbIX
cpencTB, UHMOPMaLMK, NOCTPaaaBLUUX B Pe3ynbTaTe KPUBUCHbBIX CUTYaLUiA,
BbIABIMEHUE MPUYUH BOZHUKHOBEHUSI TAKUX CUTYaLUIN U NIPUHATUE COOTBETCTBYIOLLMX
Mep Nno UX NpefoTBpaLleHUIo;

UOeHTUMUKaLMK 1 pernameHTaumum 4OCTyna K ceTeBbiM pecypcam, B TOM HUCTIE K
pecypcam rnobansHoi KoMbloTepHon ceTu UHTepHeT;



NpefoTBpaleHna KpUTUHECKMX NOCNEACTBUIA HECAHKLIMOHUPOBAHHOIO
pacnpocTpaHeHus, YHUHTOXEHUSA, UCKaXEHUS], KONMUPOBaHUA JaHHbIX;

cbopa, XpaHeHVs1 1 aHanu3aa AaHHLIX 06 UCMOMb30BAHUM CETEBbIX pecypcoB 1
CEepBM1COB, NPEOCTaBIEHUS COOTBETCTBYIOWEN CTATUCTUYECKON UHdOpMaLUK.

1.2. KoHTpons 3a ncnonHeHneM mMeponpuaTiil no uHopMaumoHHoi 6e30nacHoCTY B
OopraHmaaLun ocyLecTBNsAeT OUPEKTOP.

1.3. CoTpyaHWKN opraHu3auny HECYT NNYHYI0 OTBETCTBEHHOCTL 3a COBIIOAeHUE
NpaBus UHOPMaLUVOHHON 6e30MacHOCTH, onpeaenaeMblX HaCTOSALLMM NOMOXEHUEM.
OTBeTCTBEHHOCTL 32 06ecrneveHre BhINOMHeHUs HacTosiwel MonuTuky B CTPYKTYPHbIX
nofpasfeneHusx BosnaraeTca Ha pykoBoauTenen aTux noapasaeneHu.

MABA 2

OPTAHU3ALIUA CUCTEMbI UH®OPMALIMOHHOW BE3OMNACHOCTHU

2.1.B nokarnkHom ceTu opraH13alumn co3faHb! Crneaytolme Hen3onupoBaHHbIe
CerMeHTb!:

CerMeHT MnokarnbHOW ceTu B npefenax kKabuHeTOR COTPYAHUKOB yrNpaBneHus
Byxrantepckoro yyeta u (pMHaHCOB, HE UMEeIOLLLUI MOKMIOUEeHWUI K OTKPbITOMY KaHany
nepenayun gaHHbIX;

CEerMeHT JlokarnbkHOW ceTu B npeaernax pabounx MecT COTPYAHUKOB Ans obMeHa
HEOBXOAUMBIMU AAHHBIMU NPU BbINONHEHUM CBOUX AOMKHOCTHBLIX 0683aHHOCTEN,
MOAKIIOHYEHHbI K OTKPLITOMY KaHany nepenayu gaHHbIX.

MHd)OpMauMOHHbIe MOTOKW CErMeHTOB NokKarbHOW ceTu, UMEeoLe NoaKMoveHue K

OTKPbITbIM KaHanam rnepefayn AaHHbIX, PerynupyloTcs cepBepHbIM MporpammHbiM
obecrne4deHuemM.

2.2. B cOOTBETCTBUM C NPUKA3OM MO OpraHn3auunt COCTaBMNEHb! aKTbl OTHECEHUS
NMHOPMALIMOHHBIX CUCTEM K KNaccy TUMNOBbIX UHPOPMALIMOHHbLIX CUCTEM:

'2.2.1. Knacc 4-uH (MHdPOPMaLUOHHBIE CUCTEMBI, B KOTOPbIX 0BpabaTthiBaloTces
nepcoHanbHble AaHHble, 3a UCKMIoYeHnemM crieumanbHbIX NepcoHarnbHbliX OaHHbIX, U
KOTOpblE HE UMEHT MOAKIMIYEHUI K OTKPbITbIM KaHanam nepegavqn AaHHbixX) — Cuctema
COMNPOBOXOEHUA AEATENbHOCTU OpraHmn3aumi:

-rporpammHoe obecneyeHune «MC: 1C 8 Byxrantepusiy»;

2.2.2. Knacc 5-4yactH (nHdopmaLumoHHble 6a3bl, HerocyaapcTBeHHble
MHOPMaLNOHHBLIE CUCTEMBI, B KOTOPbIX 06pabaTbhiBaeTcs 06Len0CTyNHANA
nHpopmauus (B ToM vucne obLLeaoCTYNHbIE NepcoHanbHble AaHHbIe) U KoTopble
NogKIMoYeHb! K OTKPbITEIM KaHanam nepenadn AaHHbIX:

odurmransHbIi cant harmonyamed.by;

2.3. OpraHusauus n obecneyerne acpekTMBHOCTU PYHKLIMOHMPOBAHUA CUCTEMDbI
nHdOpPMaLMOHHON 6e30NacHOCT B OpraHM3aLmm BoanaratoTes Ha gupektopa. PyHKumum
ornepaTuBHOrO ynpagerneHusi TEXHUYECKMMU pecypcammn CUCTEMbI 3aLLUTbl UHOPMaLIUK
BO3MaratoTcs Ha aupekTopa. '

2.5. YNOnHOMOYEHHbIN COTPYAHUK MMEET MPaBo No COrnacoBaHuio ¢ ANPEKTOPOM
NPOBOAUTL CrieuparnbHble TEXHUYECKUe MeporpuaTna Ans BbIABNEHUS NOMbITOK
NoBpeXaeHus obopyaoBaHus, B3NOMa NporpaMmmMHoro obecrieyerHus u §
HECAHKLIMOHUPOBAHHOTO JOCTYNa K pecypcam fiokanbHOI ceTu unu rnobansHowu
KOMMbIOTEPHON ceTu VIHTepHeT.

2.6. YNONMHOMOYEHHbIN COTPYAHUK 06A3aH:

3HaTk U NPaBUNbLHO UCMONL30BaTL CEPBEPHOE NporpaMmMHoe obecneyeHue, annaparHo-
rporpaMMHble CpeacTBa 3alluUThl MHOpMaLUn U obecrnevmBaTh COXPaHHOCTL
UHOPMAaLNOHHBIX PECYPCOB C NOMOLLLIO 3TUX CPECTB;



obecneunsaTh becnepeboliHyio paboTy OCHOBHBIX CETEBbIX CEPBUCOB, NPOU3BOAUTH
HeobXoAUMbIe HACTPOMKU U KOPPEKTUPOBKU CEPBEPHOTO NMPOrpaMMHOro o6ecneyeHus;
OCYLLECTBNATL PerynapHbiii MOHUTOPUHT NapaMeTPOB COCTOSIHUS NOKarkHOMN CeTU,
obecneurBatk ee GecriepeboitHoe MYHKLIMOHUPOBAHUE;

BbINOMHATL YCTAHOBKY U perynsapHoe o6HOBMEHUE aHTUBUPYCHbIX NMPOrpamMm, UHbIX
nporpamMmMHbIX CpeacTs, HeobxoauMbIx Ans 6esonacHoro Aoctyna K rno6anbHol
KOMMblOTEpHoU ceTu NHTepHeT;

TecTupoBaTh paboune CTaHuMK NoKanbHOW CeTU Ha NpeaMeT Hanu4us BPedoHOCHbIX
nporpamm;

OCYLLECTBMNSATbL COOp U aHanus cepBepHbIX NMPOTOKONMUPOBaHHBLIX AaHHbIX O
BbIMOMHEHHbIX NOAKIMIOYEHUAX U UCMOMb30BaHUU PECYPCOB rMobanbHoM KOMMLIOTEPHON
cetu NHTepHeT, obecnevnBaTs XpaHeHUe COOTBETCTBYIOLLEN CTAaTUCTUYECKOM
uHhopMauum B TeYEHUe KanenaapHoro roaa;

KOHCYNbTUPOBATb U OCYLUECTBNATL TEXHUYECKYIO NOAAEPXKKY Norb3oBaTenei rno
BOMpOCaM MCNonb30BaHUS CETEBLIX PECYPCOB U CEPBUCOB;

cooBLLaTh PYKOBOACTBY O BhISIBMIEHHbBIX haKkTax MpuMeHeHUs NoMb3oBaTensMu
MPOrpaMmMHbIX NMPOAYKTOB, NMPUBOAALLUX K CO0SM B paBoTe KOMMbIOTEPHOro U/UIu
ceTeBoro obopynoBaHusi, npegHa3HaueHHbIX A5 HECaHKUMOHUPOBAHHOIO AOCTYNA,
MoauduKaLuK, paspyLleHnsa MHPOPMaLIMOHHBIX PECYPCOB.

2.7. ins KaXxQoro NnepcoHanbHOro KOMMboTepa B NoapasfeneHusx opraHusaunim
onpenenaeTca 0TBETCTBEHHOE L0 U3 LUTATHOMO COCTaBa COOTBETCTBYHOLLIMX
rnoAapasgeneHuin. Ha Bcex nepcoHanbHbIX KOMMbIOTEPax opraHu3auumn HacTPoeH Tun

YUYETHOW 3anucy ¢ NapornbHOW 3alUTON, BKIMIOYEHO BeAeHUEe CUCTEMHOTO XypHara
CcobbITUNA.

rMABA 3

TEXHUYECKUE MEPOMNMPUATUA NO OBECNEYEHUIO UHOOPMALIMOHHON
BE3OIMNACHOCTHU

3.1.BHewHunin u VPN kaHarnbl nepesayun gaHHbIX NPefocTaBnsanTCs opraHmusanmmy Ha
OOroBOPHON OCHOBE Yepea nposBanjepa, UMEKOLLEro NUUEH3MM Ha OCYLLLECTBNEHME
COOTBETCTBYHOLLUX BUOOB AEATENBHOCTU C YYETOM BCEX TPEOOBAHMUIA
3aKoHoZaTensLCcTBa, B TOM Yucrne TpeboBaHUn uHpopmaloHHo desonacHocTu. Ons
ceteBoro obopynoBaHust cpasy nocre YCTaHOBKU OCYLLECTBSIETCH CMEHa PEKBU3UTOB
AocTyra K PYHKUUAM yripaBrneHus U HacTpokam, YCTaHOBIIEHHbLIM MO YMOMYaHUIo.
3.2. lNepcoHarnbHbie KOMMbITEPLI 3aKPENNAITCS B MOMELLEHUSIX OpraHu3alm 3a
onpeneneHHsIMMU paboTHUKaMM U NOEHTUMULUPYIOTCA B JIOKanbHOW ceTu Ha
OCHOBaHUM pukcupoBaHHbix IP- agpecos.

3.3. ipeHTudukauyus noribaoBartenei cetu obecnedeHa cpefcreamMmu onepaumoHHbIX
CUCTEM, YCTAaHOBIEHHbIX Ha YCTPOUCTBAX Nnonb3oBaTenein. AyTeHTudukauus
nons3oBaTtenen obecneynBaeTcs MOAYNSIMU aBTOpU3aUnn UHHOPMAaLIMOHHbBIX CUCTEM,
UCOoSb3yeMbIX B OpraHusaumm.

3.4. MNpumeHeHKe cneuran3MpoBaHHOro NporpamMmmMHoro obecrnedeHnsa JocTyna
nonb3oBaTenel nokanbHoW ceT B rnobanbHoi KoMnbloTepHoin ceTu UHTepHeT
paspeLlaeTca TONbKO Yepes BHYTPEHHUM KOHTPONMMPYEMbIA NPOKCU- CEPBEDP
opraHusaumn.

3.5. OnpepeneH MyUHUManbLHbIA NepeveHb paspeLleHHoro NporpaMmHoro obecneqeHns
1 pernaMmeHTUpOoBaH NOpsiIOK ero yCTaHOBKM W UCMONb30BaHUSA:

Microsoft Windows;

Microsoft Office;

CucTteMbl aHTUBMPYCHOW 3aLLUUThI,

nporpammHoe obecneveHue «AC: 1C 8 byxrantepus»;



3.6. ObmMeH nHbopMaLIMen Mexay Nnorb3oBaTensiMy NoKanbHOM CeTU ocyLLeCTBASETCS
nocpeacTsoM CeTeBbiX UCKOB C HACTPOEHHbLIMU NpaBamu LOCTyMa.

3.7. [ocTyn nonek3oBatenei K pecypcam rnobansHoi KOMNLIOTEPHOM ceTul MHTepHeT
perrnameHTUpyeTcst NpoKcU-cepeepom. 3T NO3BONAET 3aaBaTh HEOOXoAUMbIE
paspeLleHust Mo CKopoCcTU, oGbeMy Tpaduka U BpeMeHn JocTyna, yeTaHaBnMBaTh
3anpeTbl Ha nocelleHne onpeneneHHbIX pecypcos.

3.8. Bee ceancehl BbIxoJa B rrobanbHyio KOMMbIOTEPHYHO CeTb VIHTEpHET IUKCUPYIOTCH
B fiorax npokcu-cepsepa. [ina aHanuaa 1 o6paboTku Noros Ha cepeepe
yCTaHaBnMBaeTcs crieliuanusrpoBaHHoe nporpaMmmMmHoe obecnedeHue.

3.9.Ha cepBepax opraHu3aLuy HacTPOeH aBTOMAaTU3IUPOBAHHbI CBOP U XpaHeHue
MHPOpMaLUMKU O CoBLITUAX MHPOPMAaLIMOHHON Be3onacHOCTU B BUAE NPOTOKONA
CepBepHbIX NOroB, PErMcCTPUPYIOLLMX OBpaLLeHUs K CEPBEPY W BO3HUKAMOLLME NPY 3TOM
OLUIUBKM, Norn 6a3 AaHHbIX, PUKCUPYIOLLIME 3anpochkl K 6asam JaHHbIX, Noru
aBTOpPU3aLMU U ayTeHUKaLUN.

3.10. He pexe oaHoro pasa B MecsL, NPOBOAUTCS aHanus 1 onepaTnsHas
KOPPEKTUPOBKa CNCKOB paspeLleHnid Ha AocTyn kK MiHTepHeT-pecypcam, NpoBoauTCS
aHanm3 coCToAHUA NoKanbHOW CeTU, BbIMNOIMHAOTCS rnpodunaktTudeckue paboThl.

3.11. o mepe HeobxooUMOCTU OGHOBJ‘IHIOTCH onepaunoHHbIe CUCTEMBI,
KOPPEKTUPYTCA METOAUKU UCMONb30BaHUS CepPBEPHOro, CUCTEMHOMO U aHTMBMpyCHOFO
nporpaMmMHoro obecneyeHus.

ITIABA 4

NMPABUNA AHOOPMALIUOHHOW BE3OMNMACHOCTHU

4.1. PasrpaHuyeHune gocTyrna coTpyaHUKOB OpraHu3auun K obbexkram
NHOPMaLUOHHON CETH OnpeaeneHo JOMKHOCTHBIMU UHCTPYKUMAMK U [OMONMHUTENLHO
TEXHUYECKN peanu3yeTca G NoMOLLbIO NporpaMmMHoro obecneveHns cepeepos
opraHusauun, nonuTuk IP-agpecauyum 1 y4eTHbIX 3an1cein nonL3oBaTenen.

4.2. COTPYAHUKM OpraHu3aLmnm UMeoT NpaBo:

Nnosib3oBaThHCA NOKaNbHBIMU CEeTEBLIMU pecypcamMu 1 pecypcamu rnobdarnsHoNm
KOoMMbloTepHOU ceTn UHTepHeT ANS BbINOMHEHUs CBOUX AOIMKHOCTHBLIX 06A3aHHOCTEl;
obpallaThcs 3a NOMOLLbIO K YNONMHOMOYEHHOMY COTPYAHUKY Mo BOMpocam,
BO3HUKAIOLLUM MPU UCMNOSMb30BaHUU CETEBbLIX PECYPCOB U CEPBUCOB;

BHOCUTbL MPeanoxeHus rno yny4dieHunio paboTbl ceTu.

4.3.CoTpyaHUK1 opraH1saL MM obssaHbl:

cobniopaTe TpeboBaHus 3akoHogaTenbcTBa Pecnybnuku Benapyck 1 HacTosiLel
MonuTtuku npu padoTe ¢ ceTeBbIMU UHPOPMALMOHHBIMU PECYPCAMU;

MCNOSb30BaTh PECYPChl U CEPBUCKI MMODBANBHON KOMNBIOTEPHOM CETU VIHTEPHET TONLKO
0515 BbINOSTHEHUs CrnyxebHbIX 0693aHHOCTE;

B crnyyae oBHapyXeHUs BPeAoHOCHbLIX NPorpamMm, HECTaHOAPTHOIO NOBEAEHUS
NMonNb30BaTENbCKUX NMPUMNOXEHUIA, BOSHUKHOBEHUW HELLTaTHbLIX cUTyauuin B paboTte
KOMMBIOTEPHBIX CUCTEM HeMeANEHHO coobLUaTh 06 STOM B LIeHTP MHPOPMaLUOHHBIX
TEXHOIMOTUIA.

4.4, CoTpyLoHUKam opraHusaLlmim sanpeulaeTcs:

MCMoMnb30oBaTh rnobanbHyo KOMMbIOTEPHYIO ceTh VIHTEPHET Ha KoMNbloTepax, rae
XpaHUTCa U 06pabaTeiBaeTca KOHPUAEHUMaNbHas cnykebHasa uHpopmMmalms;
MogKIoYaThecs K rnobanbHoi KOMMNbIOTEPHON ceTu VIHTEPHET, UCNONb3YA KOMMBIOTED
opraHusauumu, dYepes HecnyxebHblli KaHan focTyna — MoburbHoe YCTPOMUCTBO, MofeM 1
Jpyrue ycTpoicTea;

aonyckatb K paboTe 3a KOMMbIOTEPOM NMOCTOPOHHUX TNLL;

NPV NOAKMOYERUN K rnoBankHol KOMMbTepPHO ceTn NHTepHET 06XoanTb YYETHYIO
cUcTeMy, CUCTEMY CTaTUCTUKU, NOBpeXaaTe unu AesvHgopmupoBaTh UX;



OCYLLECTBNATL NOMbITKY HECaHKLIMOHUPOBAHHOIO JOCTYNA K pecypcaM, NpoBOAUTb
CeTeBble aTaku 1 CeTeBOW B3/TOM UMK y4acTBOBATh B HUX; UCMOMNb30BATh MPOrpaMmMHbIe
NPOAYKTLI, Pecypchl rrobGanbHon KOMMbIOTEPHON ceTu MHTepHET, npeaHasHavueHHbIe
ANst COKPLITUA OENUCTBUI NONb3oBaTENEN;

PacnpocTpaHsTh B rmobanbHol KOMMboTepHON ceTh HTEpHET HenpoBepeHHbIe Unu
3aBeJOMO NOXHble AaHHble, MHPopMaLMIo, YHUXKALOLLYIO YeCTb U JOCTOUHCTRO
rpaxnaH, a TaKke cBefeHust cnyxebHoro xapaktepa 6e3 paspelueHns pyKoBOAUTENS;
yCTaHaBnuBaTb Ha KOMMbIOTEP NporpaMMHoe obecrneyeHune, NPUHUMAaTh NPEaNoKeHUs
Mo 0OHOBNEHIO NPOrPaMMHOro o6ecneyeHns U3 HenpPoBEpPeHHbIX pecypcos
rno6ansHon kKoMnbloTepHot cetn MHTepHeT Ges COrMacoBaH1A G LEHTPOM
MHMDOPMALNOHHBIX TEXHOIMOMIA;

MPY UCNONBL30BAHMN IMEKTPOHHBIX NMOYTOBbLIX ALUMKOB OTKPhIBATL COOBLLEHUS OT
HEeNpoBepeHHbIX aapecaTos, OCYLLEeCTBNATb PACChINKY crama.



